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Introduction 

This notice tells you what to expect when C4DI Ltd uses your personal data when 
you engage with us using our website live chat facility. 

More details about our other uses of personal data are in our full Privacy Notice.  

 
Changes to this privacy notice 

We keep our privacy notice under regular review. This privacy notice was last 
updated on 25th May 2018.  

Who is C4DI Ltd? 

C4DI Ltd (C4DI) is a private company limited by guarantee registered in England & 
Wales No 8441026 and our registered address is: 

Wykeland House, 47 Queen Street, HULL. HU1 1UU. 

Email: mydata@c4di.net 

Your Rights 

In the UK you have rights as an individual under the Data Protection Bill 2018 which 
you can exercise in relation to the information we hold about you. 

Please see our full Privacy Notice for more details but those rights, in summary are 

• A right to information about how we use your data, why and to access a 
copy of the information we hold about you. 

• A right to correct the information we hold about you. 

• A right to have the data we hold about you deleted in certain 
circumstances. 

• A right to object to the use of your personal data for direct marketing. 

• A right to not be subject to automated decision making. 

• A right to data portability i.e. to transfer your data from one service 
provider to another. 

A right to complain 
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You have a right to lodge a complaint with the appropriate data protection 
authority if you have concerns about how we use your personal data.  

In the UK this is the Information Commissioner’s Office – www.ico.org.uk/concerns. 

The reasons we can lawfully use your data 

We only use your personal data when we have a lawful basis to do so. 

Data Protection legislation sets out a number of these, but we collect and us the 
data you provide us as part of a live chat in order to provide the service you have 
asked us for (or to allow others to do so on our behalf). i.e. we need to use your 
personal data to provide the chat service and to respond to your query or 
complaint. 

Legitimate interest 

We may also use your personal data to pursue our legitimate businesses interests in 
a way which might reasonably be expected as part of running our business as long 
as it does not materially impact your interests, rights and freedoms. 

These legitimate business interests can include: 

• enhancing, modifying, personalising or otherwise improving our services and 
communications for the benefit of our customers and users. 

 
You have the right to object to our processing of your personal data for our 
Legitimate Interests at any time. Please contact us if you wish to do so. 

Please see our full Privacy Notice for more details and examples of the lawful 
reasons we have to use your data. 

What personal data do we collect, why and how do we use it? 

When you us our website live chat facility, we collect and use your personal data 
as set out below. 

Contact Information 

We collect your name and email address. 

How we use it 

We use this information to keep in touch with you with respect to the issue you 
contacted us about and to ensure we address you correctly i.e. by name. 
Providing this information also allows us to provide additional services such as 
sending you an email transcript of your chat with us. 
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Your contact information can also be used to look up other records we have about 
you in order to respond to your query e.g. to look up your billing information. 

Other Information Provided By You 

Depending on the nature of your enquiry you may choose to provide us with 
information which helps us understand the nature of our relationship with you, the 
issue you are experiencing and/or other information specific to your query. 

How we use it 

We use this information only to respond to your query or complaint.  

Technical Data that identifies you and how you use our website and live chat 
service 

Your IP address, login information, browser type and version, session ID, time zone 
setting, browser plug-in types, geolocation information, operating system and 
version. 

The pages you visit, the path you take through our site, page load times, errors 
you receive, how long you stay on our pages, what you do on those pages, how 
often, details of jobs viewed or applied for and any search terms you entered etc 

This information is normally gathered using cookies in your web browser. Learn 
more about our use of cookies and similar technologies. Need Link 

How we use it 

We use this information for a number of purposes related to providing the live chat 
service, mainly to ensure that the live chat functionality works as expected. 

We also use this information in our legitimate business interests such as improving 
and personalising our website and online services e.g. by ensuring we have 
operators available at the times demand is usually the highest and to provide 
operator training and feedback.  

How we protect your personal data 

We maintain physical, technical and administrative safeguards to protect your 
personal data. 

We restrict access to your personal data to those employees who need that 
information to perform their role and help provide services to you. 

Finally, our sub-contractors and employees are contractually bound to keep your 
personal information secure and confidential in line with this Privacy Policy. We 
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also provide training to ensure they are kept up-to-date on our security and 
privacy practices. 

Please contact us if you have any questions about the security measures we have 
in place. 

How long will we keep your personal data? 

We’ll only keep your personal data for as long as is necessary for the purpose for 
which it was collected and to comply with applicable law or resolve disputes. 

We do not routinely store details of all our chats but where your query relates to a 
specific service or your membership we keep a record of your contacts with us to 
inform any future communication with you. We do this on the basis of our 
contractual obligations to you and our legitimate interests in providing you with a 
good level of service and understanding how we can improve our service based on 
your experience. 

How long we will then keep that information depends on the nature of your 
relationship with us and the type of information involved but this is normally three 
years after the end of your relationship with us. 

Please see our full Privacy Notice for more specific examples of how long we retain 
personal data. 

Who do we share your personal data with? 

We do not reveal your personal data to third-parties unless: 

• the information is provided to comply with the law (for example, to comply 
with a court order), enforce an agreement we have with you, or to protect 
our rights, property or safety, or the rights, property or safety of our 
employees or others. This includes exchanging information with other 
companies and organisations for the purposes of fraud protection and credit 
risk reduction; 

• the information is provided to our sub-contractors, agents, vendors or 
service providers who perform functions on our behalf; or 

• to address disputes, claims, or to persons demonstrating legal authority to 
act on your behalf. 

Examples of the kind of third parties we work with 

IT, software and SaaS companies who support our website and other business 
systems.  
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These include our CRM provider – Pipedrive – and Chatra who provides our live chat 
platform. Both of these companies are data processors for C4DI Ltd which means 
they only use your data in order to provide the technical services we ask them to. 

Where your personal data may be processed 

We always opt to have your data stored in the UK or EU where possible. This 
includes instances where a vendor offers a choice of storage locations but where 
the EU option is more expensive. 

Sometimes we will need to share your personal data with third parties and 
suppliers outside the European Economic Area (EEA), such as the United States.  

Any transfer of your personal data will follow applicable laws and we will always 
treat your personal information in line with the principles of this Privacy Notice. 

This includes measures such as imposing contractual obligations on the recipient 
with respect to how they treat your data. 

If you would like more information about how we protect your rights and freedoms 
when transferring your data outside the EEA, please see our full Privacy Notice or 
contact our Privacy Officer. 
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ICO Checklist 

What to provide 

We provide individuals with all the following privacy information: 

☐ The name and contact details of our organisation. 

☐ The name and contact details of our representative (if applicable). 

☐ The contact details of our data protection officer (if applicable). 

☐ The purposes of the processing. 

☐ The lawful basis for the processing. 

☐ The legitimate interests for the processing (if applicable). 

☐ The categories of personal data obtained (if the personal data is not obtained 
from the individual it relates to). 

☐ The recipients or categories of recipients of the personal data. 

☐  The details of transfers of the personal data to any third countries or 
international organisations (if applicable). 

☐ The retention periods for the personal data. 

☐ The rights available to individuals in respect of the processing. 

☐ The right to withdraw consent (if applicable). 

☐ The right to lodge a complaint with a supervisory authority. 

☐ The source of the personal data (if the personal data is not obtained from the 
individual it relates to). 

☐  The details of whether individuals are under a statutory or contractual 
obligation to provide the personal data (if applicable, and if the personal data is 
collected from the individual it relates to). 

☐ The details of the existence of automated decision-making, including profiling 
(if applicable). 

 
When to provide it 
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☐ We provide individuals with privacy information at the time we collect their 
personal data from them. 

If we obtain personal data from a source other than the individual it relates to, we 
provide them with privacy information: 

☐ within a reasonable of period of obtaining the personal data and no later than 
one month; 

☐  if we plan to communicate with the individual, at the latest, when the first 
communication takes place; or 

☐ if we plan to disclose the data to someone else, at the latest, when the data is 
disclosed. 

 
How to provide it 

We provide the information in a way that is:  

☐ concise; 

☐ transparent; 

☐ intelligible; 

☐ easily accessible; and 

☐ uses clear and plain language. 

 
Changes to the information 

☐ We regularly review and, where necessary, update our privacy information. 

☐  If we plan to use personal data for a new purpose, we update our privacy 
information and communicate the changes to individuals before starting any new 
processing. 

 
Best practice – drafting the information 

☐ We undertake an information audit to find out what personal data we hold and 
what we do with it. 

☐  We put ourselves in the position of the people we’re collecting information 
about. 

☐ We carry out user testing to evaluate how effective our privacy information is. 

Best practice – delivering the information 
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When providing our privacy information to individuals, we use a combination of 
appropriate techniques, such as: 

☐ a layered approach; 

☐ dashboards; 

☐ just-in-time notices; 

☐ icons; and 

☐ mobile and smart device functionalities. 
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